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Amendments to the Claims 

1. (currently amended) A method comprising: 

selecting a protected content sink device for display of a content strea m, the selecting 
further comprising: 

requesting, by the .source applicat ion, a graphics driver to provide mnrfft 
information for each content sink devic e attached to a graphics controller: and 

Meeting, as the protected content si n k device, a content sink device imp lementing 
a content protection protocol ensuring unaut horized duplication of content displayed h y 
the content sink device : 

storing, by a content stream source application, an expected session identification code of 
a display content stream path from which content is received by the protected content sink 
device; 

opening a secure connection between the content stream source application and a 
transmitter/codec unit attached to the protected content sink device; 

transmitting the content stream to the transmitter/codec unit along with an updated 
session identification code that is storied by the transmitter/code unit and identifies a display 
content stream path on which the content stream was transmitted; 

requesting, by the content stream source application, the updated session identification 
code from the transmission/codec unit using a content protection protocol; and 

comparing the updated session identification code received from the transmitter/codec 
unit against the expected session identification code to ensure that the content display stream has 
not been routed to an unprotected content sink device. 

2. (original) The method of claim 1, wherein prior to the selecting the protected content 
sink device, the method further comprises: 

generating a series of session identification codes for each display content stream path 
supported by a graphics controller; and 
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transmitting, by the graphic controller, a session identification code to a corresponding 
transmitter/codec unit from the series of session identification codes for each transmittetfcode 
unit attached to the graphics controller. 

3, (currently amended) The method of claim -t 2, wherein the generating the series 
of session identification codes further comprises: 

generating an input connection state for a display content stream path indicating one or 
more input content streams to the graphics controller that follow the display content stream path; 

generating a pipe identification code for the display content stream path indicating a pixel 
stream pipe traversed by the display content stream path; 

generating an output connection state for the display content stream path indicating one or 
more output pons that the display content stream path traverses; 

generating a device identification code for the display content stream path uniquely 
identifying the graphics controller in which the display content stream path is contained, such 
that the session identification code for the display content stream path includes the input 
connection state, the output connection state, the pipe identification code and the device 
identification code; 

transmitting the session identification code to each transmitter/codec unit attached to an 
output port from the one or more output ports indicated by the output connection state; an£ 

repeating the generating, generating, generating, generating and transmitting steps for 
each display content stream path of each graphics controller. 

4. (currently amended) 3fre m e thod of claim 3, - 
A method comprising: 

generating a series of sess ion identification codes for each display content stream path 
supporte d by a graphics controller, the generating comprising: 

generating an input connection st ate for a display content stream path 
indicating one or more input c ontent streams to the graphics controller that follow 
the display content stream path; 
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generating a pipe identification code f or the disp la y content stream p ath 
indicating a pixel str eam pipe traversed bv the display content stream p ath; 

generating an output co nnection state for the display content stream path 
indicating one or mor e output ports that the display content stream path traverse^ 
generating a device iden tification code for the display content stream p ath 
uniquely identifying the grap hics controller in which the display content stream 
path is contained, such that the session identification code for the display content 
stream path includ es the input connection state, the output connection state, the 
pipe identification code and th e device identification code: 

transmitting the sessi on identification code to each transmitter/codec unit 
attached to an output port from the one or more output ports indicated bv the 
output connection state: and 

repeating the generating, ge nerating, generating, generating and 
transmitting steps for each displ ay content stream oath of each graphics controller: 
transmitting, by the graphic controller, a session identification code to a corresponding 
transmitter/codec unit from the seri es of session identification codes for each transmitter/code 
unit attached to the p yaphics controller; 

selecting a protected content sink device for display of a content stream; 
storing, bV a content stream source applic ation, an expected session identification code of 
a display content strea m path from which content is received bv the protected content sink 
device: 

opening a secure connection between the content stream source application and a 
transmitter/codec unit attached to the protected content sink device: 

transmitting the content stream to the tra nsmitter7codec unit along with an up dated 
session identification code that is st ored bv the transmitter/code unit and identifies a disp lay 
content st ream path on which the content stream was transmitted: 

requesting, by the content stream source application, the updated session identification 
code from the transmis sion/codec unit using a content protection protocol; and 
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comparing the mxjated session identification code received from the transmitter/codec 
unit against the expected session ide ntification code to ensure that the content display stream hag 
not been routed to an unprotected content sink device 1 

wherein the generating the device identification code further comprises: 
submitting a device code of a respective graphic controller to a linear feedback shift 
register; and 

clocking the linear feedback shift register at a pixel rate of the content display stream to 
ensure the device code of the respective graphic controller is unique. 

5. (original) The method of claim 1, wherein transmitting the session identification 
code to the transmission/codec unit further comprises: 

receiving, by a graphic controller* the content stream from the content stream source 
application for display on the protected content sink device; 

transmitting the updated session identification code to the transmission/codec unit during 
a vertical blanking interval in the content stream; 

detecting, by the transmission/codec unit, a vertical blanking interval signal within the 
content stream; 

latching, by the transmission/codec unit, the updated session identification code when the 
vertical blanking interval signal is detected; and 

repeating the transmitting, detecting and latching steps for a duration of the content 

stream. 

6. (original) The method of claim 1, further comprising: 

performing the transmitting, requesting and comparing after a predetermined period of 
time; and 

repeating the performing while the content stream is displayed on the protected content 
sink device. 

7. (original) The method of claim 1, wherein comparing the session identification code 
further comprises; 
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receiving a status word containing the updated session identification code from the 
transmitter/codec unit; ' 

computing a digital signature across the status word to verify the authenticity of the 
word; and 

comparing the updated session identification code against the expected session 
identification code; and 

when the updated session identification code is not equal to the expected session 
identification code, discontinuing transmission of the content stream. 



8. (canceled) 

9. (currently amended) An apparatus, comprising: 

one or more transmitter/codec units, each attached to a respective display content stream 
path from which content is received and each stores an expected session identification code 
identifying the respective display content stream path attached to the transmitter/codec unit; 

a graphics controller transmits content to transmittei/codec units attached to a display 
content stream path along with an updated session identification code that is stored by the 
transmitter/code units and identifies the display content stream path on which the content stream 
was transmitted; 

one or more content sink devices display content transmitted by the graphics controller; 

XCtVSt 

a content source application selects a protected content sink device for display of a 
content stream, opens a secure connection with a transmitter/codec unit attached to the protected 
content sink device, requests the updated session identification code from the transmission/codec 
unit using a content protection protocol and compares the updated session identification code 
against the expected session identification code to ensure that the content display stream has not 
been routed to an unprotected content sink devic e: and 

a_graphics driver to provide mode informatio n for each content sink device attached to the 
graphics controller in response to a req ues t bv the source application s OC h that the source 
a pplication selects, as the protected content <rinlf rip v ice. a content sink device implementing a 
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content protection protocol ensuring u nauthorized duplication of content displayed bv the content 
sink device . 

10. (original) The apparatus of claim 9, wherein the graphics controller includes; 

an input selection device having one or more input content streams as inputs and one or 
more pixel stream pipes as outputs, receives the content stream and directs the content stream to 
a pixel stream pipe along a display content stream path identified by the updated session 
identification code using input selection information; 

a blender that receives the content stream and mixes context planes within the content 
stream into a content pixel stream prior to being provided to the pixel stream pipe; 

an output selection device having the one or more pixel stream pipes as inputs and one or 
more output ports as outputs, receives the content pixel stream from the pixel stream pipe and 
directs the content pixel stream to an output port along the display content stream path using 
output selection information; and 

a sequencer transmits the updated session identification code to the transmission/codec 
unit during a vertical blanking interval in the content stream provided by the source application, 

11. (currently amended) Tho apparatus of claim 10 
An apparatus, comprising : 

one or more t ransmitter/codec units, each attached to a respective display content stream 
path from which cont ent is received and each stores an expected session identification code 
identifying the respective display content stream path attached to the transmitter/codec unit: 

a graphics contr oller transmits content to transmitter/codec units attached to a display 
content stream path alone with an updated session identification code that is stored bv the 
transmitter/code units a nd identifies the display content stream path on which the content stream 
was transmitted, the graphics controller including: 

an input selection devic e having one or more input content streams as 
inputs and one or more pixel st ream pipes as outputs* receives the content stream 
and direct s the content stream to a pixel stream pipe along a display content 
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stream path identified bv the up dated session identification code usinfl inp ut 
selection information: 

a blender that receives t he content stream and mixes context planes within 
the content stream in to a content pixel stream prior to being provided to the pixel 
stream pipe: 

an output selection d evice having the one or more pixel stream pipes as 
inputs and one or more output p orts as outputs, receives the content pixel stream 
from the pixel stream pipe and di rects the content pixel stream to an outp ut porr 
along the display content stream path using output selection information: and 

a sequencer transmits t he updated session identification code to the 
ttansmission/codec unit during a vertical blanking interval in the content stream 
provided bv the source application: 
one or more content sink devices display c ontent transmitted bv the graphics controller; 

and 

a content source applicatio n selects a protected content sink device for display of a 
content stream, opens a secure connec tion with a transmitter/codec unit attached to the protected 
content Sink device, requests the undated session ide ntification code from the transmission/cod^ 
unit using a content protection prot ocol and compares the updated sessio n identification code 
against the expected session identi fi cation code to ensure that the content display stream has not 
been routed to an unpr otected content sink device. 

wherein the graphics controller further comprises: 

a linear feedback shift register that receives a device code of a respective graphics 
controller and is clocked at a pixel rate of the content display stream to ensure the device code of 
the respective graphics controller is unique, such that the updated session identification code for 
the display content stream path includes the input selection information, the output selection 
information, a pipe identification code identifying the pixel stream pipe traversed by the content 
stream and the unique device code. 

12. (original) The apparatus of claim 9, further comprising: 
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one or more digital visual output ports, such that each transmitter/codec unit is coupled to 
the graphics controller by a respective digital visual output port from the one or more digital 
visual output ports. 

13. (canceled) 

14. (currently amended) An apparatus comprising: 

one or more transmitter/codec units, each storing an expected session identification code 
identifying a display content stream path from which content is received and transmitting the 
content to a content sink device; 

a graphics controller transmitting content to the one.or more transmitter/codec units along 
with an updated session identification code that is stored by the transmitter/code unit and 
identifies a display content stream path on which the content stream was transmitted; 

a storage medium containing a plurality of programming instructions implements a 
content source application which, when executed, directs content source application to select a 
protected content sink device from a one or more content sink devices for display of a content 
stream, opens a secure connection with a transmitter/codec unit attached to the protected content 
sink device, requests the updated session identification code from the transmission/codec unit 
using a content protection protocol and compares the updated session identification code against 
the expected session identification code to ensure chat the content display stream has not been 
routed to an unprotected content sink device; aad 

a processor to execute the plurality of program instruction s; and 

ajgaphics driver to provide mode informa tion for each content sink device attached to the 
graphics controller in response to a req uest bv the source application, such that the somce 
application selects, as the p rotected content sink device, a content sink device implementing a 
content protection protocol ensuring unauthorized duplication of content displayed bv the contenr 
sink device . 

15. (original) The apparatus of claim 14, wherein the graphics controller includes: 
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an input selection device having one or more input content streams as inputs and one or 
more pixel stream pipes as outputs, receives the content stream and directs the content stream to 
a pixel stream pipe along a display content stream path identified by the updated session 
identification code using input selection information; 

a blender that receives the content stream and mixes context planes within the content 
stream into a content pixel stream prior to being provided to the pixel stream pipe; 

an output selection device having the one or more pixel stream pipes as inputs and one or 
more output ports as outputs, receives the content pixel stream from the pixel stream pipe and 
directs the content pixel stream to an output port along the display content stream path using 
output selection information; and 

a sequencer transmits the updated session identification code to the transmission/codec 
unit during a vertical blanking interval in the content stream provided by the source application. 

16. (currently amended) Tho apparatuo of claim 15 
_Ad apparatus comprising: 

one or more transmitter/codec units, each storin g an expected session identification code 
identifying a display content stream pa th from which content is received and transmitting the 
content to a content sink device: 

a graphics controller transmitting content to th e one or more transmitter/codec units along 
with an updated session identification code that is stored by th e transmitter/code unit and 
.identifies a display content stream oath on which the content stream was transmitted, the g raphic 
controller including: 

an input selection device h aving one or more input content streams as 
inputs and one or more pixel stream pipes as outputs, receives the content stream 
and directs the content stream to a pixel stream pipe along a display content 
stream path identified bv the updat ed session identification code using inpu^ 
selection information: 

a blender that receives the content strea m and mixes context planes within 
the content stream into a content pi xel stream prior to being provided to the p ix^l 
stream pipe: 
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an output selection device h aving the one or more pixel stream pip es as 
inputs and one or more output porta ^ output^ r ea ves the content pixel stream 
from the Pixel stream pipe and di rects the content pixel stream to an output p mt 
along the display content stream path using output selection information: and 

9 sequencer transmits t he updated session identification code to the 
transmission/codec unit during a vertical blanking interval in the content stream 
provided by the source application: 
a storage medium containing a plurality o f programming instructions implements a 
content source application which, w hen executed, directs content source application to select a 
protected content sink device from a one or more content sink devices for display of a content 
stream, opens a secure connection wi th a transmitter/codec unit attached to the protected content 
sink device, requests the updated ses sion identification code from the transmission/codec unit 
using a content Protection protocol and compares t he updated session identification code against 
the expected session identification c ode to ensure that the content display stream has not bran 
routed to an unprotected content sink device; and 

a processor to execute the plurality of program instructions. 
wherein the graphics controller further comprises: 

a linear feedback shift register that receives a device code of a respective graphics 
controller and is clocked at a pixel rate of the content display stream to ensure the device code of 
the respective graphics controller is unique, such that the update session identification code for 
the display content stream path includes the input selection information, the output selection 
information, a pipe identification code identifying the pixel stream pipe traversed by the content 
stream and the unique device code. 

17. (original) The apparatus of claim 14, further comprising: 

one or more digital visual output ports, such that each transmitter/codec unit is coupled to 
the graphics controller by a respective digital visual output port from the one or more digital 
visual output ports. 
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18. (canceled) 

19. (currently amended) An article of manufacture comprising; 

a storage medium have stored thereon a plurality of programming instructions 
implementing a content source application which, when executed, direct the source application to 
select a protected content sink device for display of a content stream having an attached 
transmitter/codec unit containing an expected session identification code, open a secure 
connection with the transmitter/codec unit, transmit the content stream to the transmitter/codec 
unit along with an updated session identification code that is stored by the transmitter/code unit 
and identifies a display content stream path on which the content stream was transmitted, and 
request the updated session identification code from the transmitter/codec unit and compare the 
updated session identification code received from the transmitter/codec unit against the expected 
session identification code to ensure that the concent display stream has not been routed to an 
unprotected content sink device^ 

wherein the instruction fo r selecting the protected content sink device further includes 
instructions for: 

requesting, bv the source application, a g raphics driver to provide mode information for 
each content sink device attached to a graphics controller: and 

selecting, as the protected content sink device, a content sink device implementing a 
content protection protocol ensurin g unauthorized duplication of content displayed bv the content 
sink device . 



20. (original) The article of manufacture of claim 19, wherein prior to the instruction to 
select the protected content sink device, the article of manufacture further includes instructions 
for; 

generating a series of session identification codes for each display content stream path 
supported by a graphics controller; and 
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transmitting, by the graphic controller, a session identification code to a corresponding 
transmitter/codec unit from the series of session identification codes for each transmitter/code 
unit attached to the graphics controller. 

21. (currently amended) Th e article of roanuf aoturo of claim 20 
An article of manufacture comp rising: 

a storage medium have stored thereon a plurality of programming instructions 
implementing a co ntent source application which, when executed- 

generate a series of session identification cod es for each display content stream p ath 
supported by a graphics controller; 

transmit, bv the graphic control ler, a session identification code to a corresponding 
transmitter/codec unit from the series of session identification codes for each transmitter/end* 
unit attached to the g r aphics controller: 

direct the source application to select a protected content sink device for display of a 
. content stream having an attached transmitter/codec unit containing an expected session 
identification code: 

open a secure connection with the transmitter/codec unit: 

transmit the content stream to t he transmitter/codec unit alone with an updated sessj n^ 

identification code that is st ored bv the transmitter/code unit and identifies a display content 

stream path on which th e content stream was transmitted: 

request the updated session identification code from the transmitter/codec unit; and 
compare the updated session identification code rece ded from the transmitter/cod^ , m it 

against t he expected session identification code to ensure that the content display stream has nor 

been routed to an unprotected content sink device. 

wherein the instruction for generating the series of session identification codes further 
includes instructions for 

generating an input connection state for a display content stream path indicating one or 
more input content streams to the graphics controller that follow the display content stream path; 

generating a pipe identification code for the display content stream path indicating a 
graphic controller pipe traversed by the display content stream path; 
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generating an output connection state for the display content stream path indicating one or 
more output ports that the display content stream path tranverses; 

generating a device identification code for the display content stream path uniquely 
identifying the graphics controller in which the display content stream path is contained, such 
that the session identification code for the display content stream path includes the input 
connection state, the output connection state, the pipe identification code and the device 
identification code; Mid 

repeating the generating, generating, generating and generating steps for each display 
content stream path of each graphics controller. 

22- (original) The article of manufacture of claim 21, wherein the instruction for the 
generating the device identification code further includes instructions for: 

submitting a device code of a respective graphic controller to a linear feedback shift 
register, and 

clocking the linear feedback shift register at a pixel rate of the content display stream to 
ensure the device code of the respective graphic controller is unique. 

23. (original) The article of manufacture of claim 19, wherein the instruction for 
transmitting the session identification code to the transmission/codec unit further includes 
instructions for: 

receiving, by a graphic controller, the content stream from the content stream source 
application for display on the protected content sink device; 

transmitting the session identification code to the transmission/codec unit during a 
vertical blanking interval in the content stream; 

detecting, by the transmission/codec unit, a vertical blanking interval signal within the 
content display stream; 

latching, by the transmission/codec unit, the session identification code when the vertical 
blanking interval signal is detected; and 

repeating the transmitting, detecting and latching steps for a duration of the content 

stream. 
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24. (original) The article of manufacture of claim 19, further including instructions for: 
performing the transmitting, requesting and comparing steps after a predetermined period 

of time; and 

repealing the performing step while the content stream is displayed on the protected 
content sink device. 

25. (currently amended) The article of manufacture of claim 19, wherein the 
instruction for comparing the session identification code further includes instructions for. 

receiving a status word containing the updated session identification code from the 
transmitter/codec unit; 

computing a digital signature across the status word to verify the authenticity of the status 
word; m£ 

comparing the updated session identification code against the expected session 
identification code; and 

when the updated session identification code is not equal to the expected session 
identification code, discontinuing transmission of the content stream. 

26. (canceled) 
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